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Short Research Article

ABSTRACT

The present paper reviews the problem of investigating incidents in systems with dependent states.
Actions of an agent in such systems may lead to changes in the system, which could be made by
an agent not directly, but indirectly through other agents. A method for modelling such systems is
presented in this paper. The method allows defining a “manipulated system”, in which other agents
can be used to obtain the changes. A method for analysis of such systems by deriving them to the
non-manipulated type is also presented.

Keywords: Informational no influence; mathematical models; security models; manipulation.

1. INTRODUCTION used in designing information processes and

information systems, as well as in searching for
Mathematical models of information non- new vulnerabilities. Joseph Amadee Goguen and
influence today are probably the most commonly ~Jose Meseguer were the first to express the
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model of informational non-influence in paper [1]
and to later develop it.

The most interesting result of their research was
that they made it possible to separate the agents
and the commands, which did not influence any
other parts of the system. When some processes
do not reflect on the other processes in any way,
then it may be concluded that there are no
information leaks in the system. Consequently,
system security can be defined as the
requirements of information non-influence of
certain processes on the some other processes.

Then the research was extended to the area of
technical processes, which provided the ability to
define requirements to all operations in the
system, so that observance of those
requirements at every step also provided the
ability to maintain system security [2]. Currently
the model is widely used in practical applications
in system design and in searching for
vulnerabilities, as in [3,4,5,6,7].

This paper does not focus on modelling of
system security and conditions to establish it.
There is another interesting fact. The problem of
finding the initiator of actions (changes in the
system) may appear to be nontrivial, and it may
have no solution in some cases within a group of
information processes, where agents and actions
have informational influence on one another.
That is, a system’s agent may remain “invisible”,
not because of the informational non-influence
on the other processes, but due to the ability to
influence them. The present paper describes the
mathematical model of such processes, which
allow an agent to remain indistinguishable in a
system, where its actions influence the other
elements of the system. The results obtained and
presented by Goguen and Meseguer [1,8] and
[2,9,10,11,12,13,14,15] have been used in this

paper.
2. PROBLEM STATEMENT

The system shown in Fig. 1 has three agents and
three objects. Each of the agents can rewrite
only one object.

Agent S; can rewrite object O, but it cannot
rewrite objects O, and O3;. Consequently, agent
S, can rewrite only object O, and agent S; can
rewrite only object Os;. While agent S, can also
read Oy, and agent S; can read O,. At first, it
seems evident that when value,, of object O; is
modified, then the modification is the result of

actions performed by agent S;. However, there
may be several nuances. What if actions of the
agents are the result of information they receive?
That is, agent S, writes data into O, based on the
information received from O4?

S, S, S,
read read
write write write

0, 0, o
Fig. 1. The system with manipulation

In that case, agent S; can analyze the system
dynamics and obtain a function.

valuey, = fs, (valuey,).

Thus, when agent S; wants to get the
required value,, , it needs to find the suitable

value,, , which is calculated as follows:

valuey, = fs;*(fs;* (valuey,)).

It appears that agent S; can modify the states of
all objects in the system, though its permissions
do not include that. Such system will be referred
to as “manipulated”.

Consider another example. Assume that there
are three network nodes: nod;, nod,, nods, as
shown in Fig. 2.

[nod,, ...]
[ > [

nod,

[nod,, nod,]
>

nod,

nod,
Fig. 2. Mediated information transfer channel

Nod; and nods; cannot send packets to each
other and nod, is a proxy node. However, this
does not mean that they cannot set up an
information transmission channel. Assume that
nods; sends a packet to nod, to set up a
connection, but nod;indicates nod, as sender of
the package instead of itself. Thus, nod,
responds with a packet to nod;. Nod; knows that
it did not send any packets, and considers it as
information sent by nod;. Similar to the above
case, it looks like packet [nod,, nod,] was sent by
nods, although it did not do it. Below is the
method for modelling the dynamics of such
processes.
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3. THE FORMAL MODEL OF THE
SYSTEM

As the modern model of informational non-

influence is aimed to check the formal

requirements to processes and variables in
memory, thus they had the notions of agents,
which existed in the initial model, eliminated by
Goguen and Meseguer, [1,8], but were later
replaced with actions divided by information
security domains. As the main objective of the
paper is to define invisibility of actions made by
specific agents, thus the set of agents needs to
be returned to the model and additional
formulations and rules need to be introduced.

The system’s model will be defined by sets of
agents S, a set of actions A, and a set of the
system’s states V.

To review manipulation mechanisms in our
model, we will convert the notion of “influence”
into a specific definition, which may not be all-
embracing with respect to the definition of the
classical model, but it suffices as shown in the
examples above. Influence, according to that
definition, is a property of states when one state
in the system v € V induces another state in the
system v' € V. Thus, influence (~) is a relation
established in a set of states:

g (VXV).

When v ~ v'occurs, it means that the system in
state v will inevitably go to state v". Such states
will be referred to as dependent states.

The function shall also be defined:
step:V XS XA - V.

The expression step(v,s,a) =v' means that
agent S while performing action A in state v
transfers the system into state v".

Thus, when v ~ v, then it follows that there are
such s-and a-values, for which step(v,s,a) = v/,
and agent s always performs action a in that
state.

That is, the influence relation (~) means that
there is always an agent, which will perform the
transition of the system in that state.

An auxiliary element of the action sequence is
introduced. The action sequence will be denoted

with Greek letters, for example, a = (ay, ..., a,).
Function run is defined as a total of the
transitions made by one agent. The function’'s
output will be a new system state:

run:V XS X A" - V.
Function run can be defined recursively:

def run(v,s,[]) = v,
def run(v,s,a o a) = run(step(v,s, a),s, a).

Here [ ] denotes an empty sequence.
Statement o establishes a sequence of actions,
that is, action a is done first, and set of actions «a.
As defined above, the system has states, which
are initiating states for actions to be performed
by other agents. Hence, having performed some
actions, an agent can make a transition in the
system, which it could not make on its own,
although it was the initiator. Hence, function run’,
which considers the required actions of the other
agents in the system.

runtV XS XA - V.

To define function run’, auxiliary function fin
shall be introduced

finnV > V.

The function finds the system'’s final state in the
influence graph, available from the current one.
That is, if we consider relation (~) as a directed
graph, then for each point v € V in the graph we
can find a way to point v'€ V, which is most
remote from it. In that case fin(v) = v'. When
point v does not have outbound edges, then
fin(v) = v. Implementation of function fin we can
define run’ recursively:

def run'(v,s,[]) = v,
def run'(v,s,a o a) = run'(fin(step(v, s, a)), s, a).

Functions that return the set of system states
accessible for the agent:

rich:V xS = p (V).

The function returns the set of all states
accessible for the agent in the current state v,

rich(vgy, s) = {v|3a: v = run(v,, s, @) }.
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That formal model will be sufficient for us to
define the further definitions of manipulability and
system security.

4. A SYSTEM WITH MANIPULATION

The total of states, agents, actions and transition
functions (step) is referred to as the system
(SYS). The system (SYS) is considered as non-
manipulatable when the below condition is
fulfilled for all v’'s and s's.

SYS is non-manipulated - VveV,seE
Srich(v,s) \rich'(v,s) = @ is executed.

Otherwise, the system is manipulated. In a
manipulated system, agents can perform actions,
which will not be directly associated to them. A
manipulated system will be denoted as M, and
non-manipulated, as NM.

The set of system states may contain such
states, in which the system can be shifted by
manipulation, and those in which the system
cannot be shifted by manipulation.

Vi €V, Vg S V,
VM U VNM = V,

A set of manipulated states can be obtained as
follows:

v EVy © vy, s: (v € rich'(vy, s)and (v ¢
rich(vy, s)).

and

v E Vyy © Av,,s: (v € rich'(vy,s)and (v ¢
rich(vy, s)).

From the practical point of view, we are not
interested in the system manipulation itself. Our
concern is focused on the situations when an
agent can succeed in causing some unwanted
consequences and later escape responsibility for
the incident, when it is investigated. A set of
system states is divided into secure states(S)
and non-secure states (NS):

Vs € V,Vys C V,
Vs UVNS = V,
VS ﬂVNS = Q)

With the knowledge of all the system’s dynamics,
we can define non-secure states, into which the
system may transit from secure states:

alarm
VRs' ™ € Vs,
v € VAR™M < € Vyg and vy, s: (vo €

Viand(v € rich(v,,s)orv € rich’(vo,s))).

Here states in which the system can shift
particularly by manipulation can be singled out:

VM € v,
v € VEarm-M o 4
€ Vys and 3vy, s: (vo
€ Viand (v & rich(vy, s)and v
€ rich'(vy, s)))

Similarly, dangerous states can be found in set
Vs.

Vsalarm c VS,Vglarm_M c V;\larm1

v € V3™ = ¢ € Vsand 30, s (v' €
Vnsand(v' € rich(v,s)orv' € rich'(v,s))).
vE Vsalarm = v € Vsand IV, s: (U' €

VNSand(U' ¢ rich(v,s)and v' € rich'(v,s))).

States valarm-M from which the system can be
shiffed into non-secure states V3larm-M
considering manipulation can be found by
performing the above analysis. The highest
hazard of those states, is that with the system
dynamics it is not always possible to find out
which agent “violated” the security requirements
when the system is in one of the states Va@r™—M,

Below is a directed graph of system states,
where states are the vertices and the edges are
relations of some states influence the other
states. An example of such graph is shown in
Fig. 3.

The graph’s special feature is that it contains a
cycle. Thus, function fin cannot be computed.
The system in states vy, Vs, V3, Vs enters a cycle
and it does not have the “freedom of choice” to
shift into some other state. The systems with
those conditions will be defined as inert. Agents
in inert systems can be removed only by
specifying its operating algorithm.
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[ ]
Vs

Fig. 3. Graph of system states

Thus, function fin imposes restrictions on the
researched system. It can be found provided that
the following conditions are fulfilled:

- The state graph does not include cycles;
- Every vertex in the graph has not more
than one outbound edge.

When those conditions are not fulfilled, then the
graph may be shifted into any required state by
performing two operations:

- Vertices that have more than one
outbound edge are duplicated by the
number of outbound edges;

- The cycle in the state graph is replaced
with one vertex.

5. SYSTEM SECURITY ANALYSIS

Analysis of the methods for system transition into
non-secure states remains the most important
issue. A system is secure when being in a secure
state it cannot transit into a non-secure state.
The requirement can be demonstrated with step
transition.

SYS is secure & VveVsgandVa €A, Vs €
S, step(v,a,s) =v',v' € V.

This requirement cannot be analyzed at all times,
because many states are initiators of transitions
for the next ones. That is, dependent transitions
also need to be analyzed in a manipulated
system.

For simplification of the analysis of manipulated
systems, the technique for derivation of transition
functions (step) can be implemented, so
that initial states are excluded in the influence
graph.

Thus, when step(v,a,s) =v' and v'~v', then
step(v,a,s) =v' That is, 5step(v,a,s) =
fin(step(v,a,s)) . The system with an initial
function step is denoted as SYS, as before. The
system with derived function step is demoted as
SYS. Hence, we can arrive at the theorem below:

Theorem 1. SYS is secure = SYS is secure.

For proving the theorem, we consider a case
when SYS is secure, but at the same time SYS is
not secure. Then there is such step(v,a,s) =v'
and v'~ v", with which v'€ Vg and v"¢ Vg. It
appears that initial system SYS has some
transition step(v’,a,s’) = v" with which v'€ Vg
and v"¢ Vs, and it contradicts the security
definition.

Thus, we arrive at the following condition: SYS is
secure O SYS is secure.

Similar proof is made for this condition: SYS is
secure = SYS is secure.

Here we review the example of the derivation
presented in the beginning of the paper. In that
case when node nod; sends packet [nod;, nod,]
then for the derived function step, it sends packet
[nod,, nod,].

Similarly, the example with three agents and
objects that have read and write permission,
description of the system is provided in Fig. 1.
The system state will be defined by the states of
each of the three objects. Each of the objects
can be in state {1, 2, 3}. The action will express
the change of state for a single object. Thus,
agent s; can perform actions (..., ..., 1), (..., ...,

For example, step((1,1,1), (..., .--,3),51) = (1,1,3).
Previously it was established that subject s,
reads information from 0, and writes information
in 0, based on it. Assume that system SYS the
rule makes agent spwrite ino, a value that is by 1
greater than the value in o;. That is, in the

influence state graph will have edge (..., ..., 1) -
(..., 2, 1) added, due to performing
the mandatory transition

step((ery o, ), (n) 2, .00), 52) = (.r,2,1) . Similarly,
edges shown below are added:

oy 2) = (..
)

'3, 2),
.1, 3).
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Also for agent s:

(0, .) > (@21,..),
(n2,.) > (3,2, ..),
(03,..) > (1,3, ..),

As a result, we described a manipulated system
SYS. For deriving it into an equivalent non-
manipulated system SYS it is required to change
transition functions by assigning values of fin(v)
to them.

The following is obtained:

step((eey veny or )y Coons 1), 51) = (1,2,3),
step((eey vy ), Gy ws2),50) = (1,3,2),
step((oey vy e ), Cons ,3),51) = (2,1,3).

The influence graph of system SYS does not
have edges. It is a manipulated system, but all
the accessible states in system SYS are also
accessible in system SYS. Thus we can find out
that there are only three steady states and all of
them are accessible by agent s;. When, for
example, some state is a violation of the security
policy then there is no need to investigate the
behavior of the other system agents.

6. CONCLUSIONS

The problem of manipulated systems reviewed in
this paper is related not only to technical and
informational systems but also to social systems.
The complexity of analyzing similar systems
consists in finding dependent system states.
Dependent states for social systems are rather of
probabilistic nature. That is, each single agent
has freedom to choose their behavior, however a
large number of people as a whole do not have
such “freedom of choice”. Consequently, major
retailers learned quite well how to find dependent
states with data mining methods and thus turn a
social system into a manipulated one. It is not
always easier to find dependent states in
technical systems than in social systems.
However, it is possible when we focus only on
one “plane” of states. For example, IDS system
is set up, and all data packages go through it.
The statistics of selected packages is used for
analyzing the dependence; that is, packet
transmission patterns that indicate dependent
states in the system are detected.

method for
A method
into a non-

This paper reviewed a general
modelling manipulated systems.
for transforming a manipulated

manipulated system was presented to simplify its
analysis and finding real initiators of changes in
the system. The present study can be a basis for
creating incident investigation mechanisms in
systems with non-isolated agents, which can
have some influence on each other’'s behavior
and for improvement of user behavior tracking.
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